Transferring multimedia files like audio is a common problem with information security. Therefore, various encryption technologies are needed to protect these contents. This paper proposes a new audio encryption scheme that provides a high degree of security. The novelty of this scheme is the use of chaotic systems and DNA coding to confuse and diffuse audio data. The initial value of the chaotic system is controlled by the hash value of the audio, making the chaotic trajectory unpredictable. Comparison experiments using different types of audio show that the algorithm works well and is secure enough to withstand many common attacks and can be recommended for multi-channel audio processing.
I. INTRODUCTION
The fast updating of mobile devices and multimedia technologies have increasingly high requirements on security technology. Audio, video and image are indispensable in life. Especially audio data plays an important role in multimedia data [1] , [2] . If it is not reliably encrypted, the privacy of the user will be exposed and will have a significant impact. Therefore, the study of audio encryption algorithms has become an important research issue. In this paper, a chaotic encryption algorithm is proposed, chaotic encryption is mainly used for text and images. Because chaos has the characteristics of initial value sensitivity, no periodicity, pseudo-randomness, and ergodicity of chaotic sequences, chaotic systems are more effectively applied to practical applications [3] - [5] . Earlier, Yang et al. proposed an encrypted audio scheme using quantum [6] . Later, Sheu proposed a speech encryption method based on fractional chaotic system [7] . The researchers tried to combine chaos with other methods for audio encryption. For example, Sathiyamurthi et al. proposed using four chaotic maps to generate chaotic sequence encrypted audio [8] . Mohammed et al. changed two chaotic maps to scramble speech [9] . George et al. proposed 
a PWLCM mapping
The associate editor coordinating the review of this manuscript and approving it for publication was Alessia Saggese . and cellular automaton encryption algorithm [10] . Ganesh Babu et al. proposed a high-dimensional chaotic system for audio encryption [11] .
DNA is an important component of biological cells, and DNA molecules have supersize parallelism and huge storage space, so DNA encryption technology plays an important role in information security [12] - [14] . DNA encryption is commonly used for images and text, Such as Chai et al. applying DNA coding to color image encryption [15] , [16] . Jain and Bhatnagar [17] and Shyamasree and Anees [18] have innovatively applied DNA coding to audio encryption, but still have shortcomings such as high correlation and low-speed encryption. Therefore, combining with the advantages of DNA coding and chaos, this paper proposes an effective and secure audio encryption algorithm.
In this paper, an audio encryption based on DNA coding and chaotic system is proposed. Firstly, the PWLCM system is used to generate chaotic sequences. Their initial values are generated by SHA-256 which is highly dependent on plaintext. Second, the binary of the audio is cyclically shifted to achieve global scrambling. Finally, the DNA matrix generated by dynamic coding is XORed with the key DNA matrix generated by the chaotic sequence to achieve diffusion, dynamic decoding to get encrypted audio.
The rest of the paper is organized as follows. Section 2 briefly introduces PWLCM system, DNA coding method. Section 3 details the audio encryption process. Section 4 deals with simulation experiments and safety analysis. Finally, a short conclusion is given in Section 5.
II. ALGORITHM FOUNDATION A. DNA CODING METHOD
In biology, a DNA sequence consists of four nucleotides, adenine (A), thymine (T), cytosine (C), and guanine (G) form the major component of a nucleotide. The four bases are encoded using binary 00, 01, 10, and 11, according to the complementary pairing rules of DNA, A is paired with T, and C is paired with G, and a total of 8 coding schemes are obtained. When encrypting audio, each sample point is converted to binary and then represented by four codes. Therefore, the encryption and decryption rules of audio are shown in Table 1 . For example, a sample value is 0.7809536, which is transformed into 7805936 by a transform, and the binary sequence is represented as 11101110010101000000000. When the binary is not an even sequence, add 0 to 0110111010101000000000 in front of the sequence, encode it according to the DNA rule, and use rule 1 to get CTCTAGGGAAAA.
The XOR rule used by this algorithm for DNA sequences is similar to the traditional XOR rule. Therefore, the DNA XOR rule is shown in Table 2 . 
B. PWLCM SYSTEM
Since the average density function of the Logistic map is unevenly distributed, the resulting values are less balanced. Since PWLCM has good balance, this algorithm mainly refers to this system to generate the required random sequence. The corresponding equation of the system is
(1)
The control parameter of the equation is η ∈ (0, 0.5), and the range of the equation value is x i−1 ∈ (0, 1). When η is in the range of values, the system will exhibit chaotic state. Fig. 1 is a flowchart of the entire encryption process. The decryption process is similar to the encryption process. By performing the opposite operation on the encrypted audio, the original audio can be recovered.
III. ENCRYPTION ALGORITHM
The algorithm proposed mainly includes the scrambling and diffusion stages in this paper. Assume that the encrypted voice signal f has a size of M × 1. The detailed steps are as follows:
A. KEY AND SYSTEM INITIAL VALUE GENERATION
Because SHA-256 is one of the most widely used and safe algorithms in the world. At the same time, small changes can make a huge change in the hash value. The SHA-256 algorithm can convert the information of the signal into a 256-bit hash value to obtain the required key K . The parameter η 1 , η 2 , η 3 , η 4 , η 5 , η 6 , η 7 is designated as a key, and the average value σ of the speech signal f is calculated to obtain a control parameter γ (as a key). The control parameters u and η 8 are further calculated.
The 256-bit key is divided into 8 groups, which can be expressed as K : (k 1 , k 2 , . . . , k 32 ). This grouping is then used to calculate the initial state variables of the chaotic map.
B. SCRAMBLING
Since the sample points are decimals, each sample point in the speech f is multiplied and multiplied by a multiple a (determined by the speech signal) into a positive integer to obtain a new speech signal f 1 . Then convert the sample values of f 1 into binary, and set the binary to have c bits, and obtain a new matrix f 2 whose size is M × c. Assuming that a signal has a value range of [−1, 1], add 1 to make it range [0, 2], and multiply by multiple to convert to an integer.
Step 1: Bring
Step 2: The five elements t j , b j , c j , d j and e j are randomly selected from the obtained sequences T , B, C, D and E to generate an initial value of the system used in the encryption process.
Step 3: Generate random sequences G, L, R, S and W using initial value y 1 , y 2 , y 3 , y 4 , y 5 , y 6 and parameter η 3 , η 4 , η 5 , η 6 , η 7 , η 8 .
The chaotic sequences G and L are processed to obtain the sequences G and L .
among them,
Step 4: Do the following for the i(1 ≤ i ≤ M ) line of the matrix f 2 : If i is an even number, it is cyclically shifted g i times to the right; if i is an odd number, it is cyclically shifted g i times to the left. After all the lines are scrambled, a new matrix f 3 is obtained.
Do the following for the j(1 ≤ j ≤ c) column of the matrix f 3 : If j is even number, it is cyclically shifted up by l j times; If j is odd number, it is cyclically shifted down by l j times;
After all the columns are scrambled, a new matrix f 4 is obtained and the scrambling process ends.
C. DIFFUSION
In this section, the encoding and decoding DNA rules are generated by a chaotic system and a DNA key matrix is generated. Then use it for diffusion sorting. The specific process is as follows:
Step 1: Three chaotic sequences R and W are generated by the system, and the encoding and decoding rule sequences R 1 and R 2 are generated according to the following formula.
Step 2: Each sample point f 4 i of the scrambled matrix f 4 is selected and encoded with the corresponding rule R 1 i to generate a c 2-bit character. Where g() denotes the encoding of the sample value according to the corresponding encoding rule, and the full text encoding is stored as the sequence f 5 of M × c/2.
Step 3: In order to change the speech sample value, a key matrix is needed to generate a DNA key matrix by S, represented by Eq. (29) . Without the DNA encoding process, the DNA key matrix can be obtained directly, reducing computational complexity and encryption speed.
Step 4: In order to better hide the original information, the value of the element is further spread after scrambling. The matrix f 5 is transformed into a one dimensional sequence f 5 , and the sequence f 5 and the key matrix H are XORed as follows:
where f 5 i is the ith value of the scrambled DNA matrix f 5 , and Z is the DNA matrix M × c after XOR.
After the end of the operation, Z is decoded line by line according to the decoding sequence R 2 to generate a binary matrix of M × c, and the obtained matrix is converted into decimal and resume to become a voice.
At this point, the encryption process ends. The decryption process is similar to the encryption process and is the inverse of the above steps.
IV. SIMULATION RESULTS AND PERFORMANCE ANALYSIS A. SIMULATION RESULTS
This experiment not only encrypts mono voice, but also encrypts two-channel voice. This article uses the simulation tool for matlab R2017a, also uses the ''Piano'' sound with a mono frequency of 44100HZ, the ''Human'' sound with amono frequency of 44100HZ and the ''Animal'' sound with a mono frequency of 22050HZ, and the ''Mine'' sound with a dual channel frequency of 22050HZ, the ''Car'' sound with a dual channel frequency of 11025HZ and the ''Drum'' sound with a dual channel frequency of 22050HZ. All audio is uncompressed.
The simulation results are shown in Fig. 2 and Fig. 3 . 
B. KEY SPACE ANALYSIS
In order to resist the attacker's use of various brute force methods to crack the algorithm, the algorithm must have enough key space to ensure its own security [19] . The key contained in this algorithm is: (1) the control parameter γ related to the original audio, the slight change of the original audio will affect the encrypted audio; (2) directly specified fixed parameters η 1 , η 2 , η 3 , η 4 , η 5 , η 6 , η 7 ; (3) generate a key K based on the original audio and hash function SHA-256. Since the complexity of SHA-256 is S SHA−256 = 2 128 , the key space is larger than the key space requirement. The algorithm meets the requirements of the cryptosystem against brute force attacks.
C. HISTOGRAM ANALYSIS
The histogram of the audio is a statistical way to describe the audio dispersion. Using algorithmic encryption is to hide its features as much as possible, so that the encrypted histogram becomes flat and can resist ciphertext attacks [20] . 
D. THE ANALYSIS OF THE SPECTROGRAM
The spectrogram is the expression of three-dimensional information by two-dimensional graph, the abscissa represents time, the ordinate represents frequency, and the coordinate value represents energy value. The amount of energy is expressed in color, and the darker the color, the greater the energy. From blue to yellow to red, energy is getting stronger. Figs. 6(a) 
E. PSNR TEST
PSNR is the ratio of the mean square error of the two audios to the maximum audio value [21] . For encrypted audio, the lower the PSNR, the more cryptogram contains a lot of noise, that is, the ciphertext can resist the attack. The formula for calculating PSNR is as follows:
Here, M and N represent the width and height of the audio, respectively, and (i, j) represents the position of the sample value point. A and B represent the original audio and encrypted audio, and is the maximum value in the audio. As shown in Table 3 , the PSNR of the encrypted audio is compared with the algorithms [23] and [24] . The PSNR of the algorithm is negative. The lower the values, the higher the noise level in the encrypted audio, and the easier it is to resist the attack. 
F. CORRELATION ANALYSIS
One of the ways to evaluate the effectiveness of encryption algorithms is to calculate the correlation of adjacent samples before and after encryption. The reason for the strong correlation between adjacent samples in the original audio is that adjacent sample values are similar or identical [22] . This algorithm reduces the correlation of the original audio, making it difficult for an attacker to obtain partial sample information by using partial ciphertext information. In order to verify that the algorithm is effective, in the audio signal, 10000 pairs of adjacent samples are selected therefrom, and the correlation of each pair is calculated according to Eq. (33).
x i . Table 4 shows the correlation coefficients before and after ''Piano'', ''Human'' and ''Animal'' encryption. It can be seen from the table that the correlation coefficient of the original audio is mostly greater than 0.9, which means that the difference between adjacent sample values is very low. After encryption, the correlation of the encrypted audio is mostly less than 0.1. It can be seen that the correlation coefficient is very low. This algorithm is very good against statistical analysis attacks. Table 5 shows the correlation coefficients before and after the encryption of ''Mine'', ''Car'' and ''Drum''. 
G. RESISTANCE DIFFERENTIAL ATTACK ANALYSIS
Differential attacks are often used by attackers [29] . According to the change of specific plaintext encryption, the attacker finds out the relationship between the two and breaks the algorithm. If the slight change in the plaintext has a great influence on the ciphertext, the encryption algorithm can resist the differential attack. Therefore, we often calculate NSCR and UACI to measure whether the algorithm can resist differential attacks. The average NSCR and UACI values are obtained by using Eq. (34) and Eq. (35), and by reducing the value of any sample point by 0.1 at a time, the calculation is iterated 40 times at random.
Here, L represents the length of the audio, and k is the number of bits required to display the audio. c 1 and c 2 are the two ciphertexts after the original audio changes by one value. If c 1 (i, j) = c 2 (i, j), then D(i, j) = 1, otherwise D(i, j) = 0. The ideal for NSCR is 100%, and the ideal value for UACI is 33.3%. It can be seen from Table 6 that the variation of the sample value is large, so the algorithm can resist differential attacks. H. EVALUATION OF RUNING TIME AND SPEED Table 7 shows six different audio encryption times and operating speeds, which require approximately 0.034-0.037 encoding 1 kb data. It can be seen from the table that as the length of the audio increases, the encryption time also increases. Compared with the Ref. [14] , the algorithm runs faster and has real-time application.
I. KEY SENSITIVITY ANALYSIS
In the cryptographic avalanche effect, requiring a small transformation of the input will lead to a drastic change [30] . A well-safe algorithm is extremely sensitive to keys. This paper chose ''Piano'' as the sample audio to verify key sensitivity. The specified key is η 1 = 0.23, η 2 = 0.48, η 3 = 0.19, η 4 = 0.35, η 5 = 0.29, η 6 = 0.418, η 7 = 0.339 9268 VOLUME 8, 2020 and the plaintext related key γ is γ = 0.75091552734 3750.
Randomly change the value of a certain key, keep the other keys unchanged, and find that the ciphertext changes greatly.
It can be seen from Table 8 that a small change to the key can cause a huge change in the encrypted audio, so the algorithm is highly sensitive to the key.
In order to verify the sensitivity of the key, this paper makes the following changes to the key: Change 1: η 1 = 0.23 will be changed to η 1 = 0.23 + 10 ∧ (−15) Change 2: η 2 = 0.48 will be changed to η 2 = 0.48 + 10 ∧ (−15) Change 3: η 3 = 0.19 will be changed to η 3 = 0.19 + 10 ∧ (−15) Change 4: η 4 = 0.35 will be changed to η 4 = 0.35 + 10 ∧ (−15) Change 5: η 5 = 0.29 will be changed to η 5 = 0.29 + 10 ∧ (−15) Change 6: η 6 = 0.418 will be changed to η 6 = 0.418 + 10 ∧ (−15) Change 7: η 7 = 0.339 will be changed to η 7 = 0.339 + 10 ∧ (−15) K = 84e9ec57e300987bd9669926d755f7c134f1549eea5b2639fa497a0556c5a509 . K = 94e9ec57e300987bd9669926d755f7c134f1549eea5b2639fa497a0556c5a509 . VOLUME 8, 2020 Change 8: η 8 = 0.750915527343750 will be changed to η 8 = 0.750915527343750 + 10 ∧ (−15) Change 9: K , shown at the bottom of the previous page, will be changed to K , shown at the bottom of the previous page.
V. CONCLUSION
Through the above various performance analysis, this paper proposes a new audio encryption scheme, combining chaos and DNA to encrypt audio. This algorithm is used for mono and two-channel audio encryption, through simulation experiments and security analysis such as histogram, correlation analysis, spectral map, key space, key sensitivity, PSNR test, differential attack, etc. Compared with the existing algorithms, the algorithm has a large key space, strong key sensitivity and can resist various attacks. Therefore, the algorithm application can be used in the field of voice encryption.
